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ABSTRACT

Deep learning-based profiling side-channel analysis is a powerful analysis method that utilizes the neural network to
profile the relationship between the side-channel information and the intermediate value. Since the neural network interprets
each point of the signal in a different dimension, jitter makes it much hard that the neural network with dimension-wise
weights learns the relationship. This paper shows that replacing the fully-connected layer of the traditional CNN
(Convolutional Neural Network) with global average pooling (GAP) allows us to design the inherently robust neural network
inherently for jitter. We experimented with the ChipWhisperer-Lite board to demonstrate the proposed method: as a result,
the validation accuracy of the CNN with a fully-connected layer was only up to 1.4%; contrastively, the validation accuracy
of the CNN with GAP was very high at up to 41.7%.
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Table 1. Experimental environment

Parameter Value

Algorithm AES-128
Target function SubBytes
10000 (random key)

5000 (fixed key)

Number of traces

Number of points 2460
Sample rate 29.538MS/s
Validation ratio 10%

Original traces

Voltage
L

Time

Jitter traces

Voltage

Fig. 3. Original traces and traces with an
artificial jitter
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Fig. 4. Architectures of the Traditional CNN and
the Proposed CNN
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Fig. 5. Losses of the Traditional CNN and the
Proposed CNN (first byte, d=6)
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Fig. 6. Accuracies of the Traditional CNN and
the Proposed CNN (first byte, d=6)

dlele] #gte] Agree 04 =2A Bl
o 5 s}t o] WelAle ofdE Rl
S5 dlely] A3t A% dlel

3 A==

b Aol A

o
o
fr
)
r2, o
o

A7) QolE delstel 16utol= 2ztel] o)
44 2 $AS 2R o Yaee] Bl Fig
7.3 b, AEAL ONNS st dlole] gl o
& AREst BF 1o SRR, A% deld 4
s} 24 dele] el Bja g3bet 0.020]80% o
$ g AT B 5 oleh AEA TEE AP
Zol7} R A% whAE el Zo



1276

B
il
2
o

M
)
ol

2 7k zeddds] FAd 24 Al

Tradtional CNN v1 Proposed CNN v1

— =6 — d=6
100 a7 100 a=7

a8
— d=9
60 — d=10

Guessing entropy
Guessing entropy
2

200 400 600 800 1000 200 400 600 800 1000
Number of traces Number of traces

Tradtional CNN v2 Proposed CNN v2

B Traditional CNN vl 0.993  0.993  0.991
OTraditional CNNv2 0986 0970 0.971
O Proposed CNN v1 0469 0949 0.99%4
OProposed CNN v2 0.674  0.806 0.839

— =6 — d=6
100 a7 100 a7

d=8
— &9
P — =10

Guessing entropy
Guessing entropy
2
%
z

Validation Accuracy

200 400 600 800 1000 200 400 600 800 1000
Number of traces Number of traces

0.250 Fig. 8. Average guessing entropies of 16 bytes

@H .. Tradtional CNN v1 " Proposed CNN v1

0.000 —— e s
6 7 8 9 10

P —
— =6

o
%

B Traditional CNN vl 0.006 0.007 0.008 0.012 0.014
OTraditional CNN v2 0.007  0.008 0.009 0.009 0.008
O Proposed CNN vl 0.170  0.154 0.071  0.025  0.047
OProposed CNN v2 0417 0398 0.185 0.034 0.010

Success rate
o
o

o
s

Success rate

d=8
024 — d=9
— d=10

Attack Accuracy
0 200 400 600 800 1000 0 200 400 600 800 1000
0.450 Number of traces Number of traces

0.350 Tradtional CNN v2 Proposed CNN v2

— 46
&7
&8
— =9
— d=10

__%H PR TR

6 7 8 9 10
B Traditional CNN vl 0.007 0.008 0.008 0.014 0.015
OTraditional CNN v2 0.006 0.007 0.008 0.009 0.008 0.0 0.0
0 200 400 600 800 1000 0 200 400 600 800 1000
B Proposed CNN v1 0.171 0.156 0.071 0.026  0.046 Number of traces Number of traces
OProposed CNNv2 0421 0394 0191 0.034 0.010

0.000 —

Success rate
Success rate

Fig. 9. Average guessing entropies of 16 bytes
Fig. 7. Average accuracies of 16 bytes

2§ AHSHE A9 ARE IR 5 UES AL a was aaa et e amase) Qe
& A PSR el AR UES BX ng e g g, 9.9 2 BT oY
3 we delelE husloh qteh ARE ONNE A Lo o ot et
Aol Aok ZoldE sk dlolH Al HF A gho] WhAEE A5 Al9lshd AlgkelE Al7Hke]
BReE et AT 8 3 Aol AW s genapl wgA9 Agwec gs. 59
T AREE Yol PP B ol AAW L gl a5 21 0 e 72
ol gago] WF AAA ARl WA HE . e merug g 15mel slolelnt Sl
ol & A el ke 42 2 B e e S0 TE 0T o
oV ATl S AR w8 ok AR A g o) dolet Al 4B E €A Ak 7
o B el dFel el ool heibE 2 L e s waiem  g0%eld o 4z
o obeleh WA TR AERE AR B g o) giat dele b A PR 44
AR T2 AW 7E2E A TR w AEAQ Tri 3912 W 7tk weld Ag
osm AAYE delZh AEF ALY W A g gz Aeaw e 45T A9 154
WSk o] e A4S AT F slet

Faol wa A dele® 24T &



A H W 5 8}3] =7

(2020. 12) 1277

2

=EolAi= AEH ONN FxolA 2
A GAPE AMgalel AEjo] AT 4l

(RS 0.
od
o

T 30 ol

¥ o oL o mi

% 9les u3rh GAPE AHgsd
£ AZe] HEAE FRAES THY 5
Foll Wzke A Ze] FAL s}

ru°“

o},

o]2 ChipWhisperer-Lite HAEFF B0l
A 93] e Adg 43 "5340 CNN +
2= A% dlolg] Agdl gk AFg=r) Hd 1.4%
of E3gio} Akt CNN +x2+= Hd 41.7%%
=55 g o] Agket F2E /‘l*&f'f}“* 4
& WAEA A ZheE A 25 A

g 5 S-S 9vidi

References

—
—

] S. Chari, J. R. Rao, and P. Rohatgi,

attacks,”  Cryptographic
Hardware and Embedded Systems,
CHES 2002, LNCS 2523, pp. 13-28,
Aug. 2002.

(2] W. Shindler, K. Lemke, and C. Paar,

“A  stochastic model for differential

“Template

side channel cryptanalysis,” Cryptogra-
phic Hardware and Embedded
Systems, CHES 2005, LNCS 3659, pp.
30-46, Aug. 2005.

(3] G. Hospodar, B. Gierlichs, E. D.
Mulder, 1. Verbaushede, and J.
Vandewalle, “Machine learning in

side-channel analysis: a first study,”
Journal of Cryptographic Engineering,
pp. 293-302, Oct. 2011.

(4] L. Lerman, R. Poussier, G. Bontempi,
O. Markowitch, and F. X. Standaert,

attacks
learning revisited and the curse of
dimensionality in
analysis,” Journal of Cryptographic
Engineering, pp. 301-313, Apr. 2017.

(5) L. Lerman, G. Bontempi, and O.
Markowitch, “A  machine learning

“Template versus machine

side-channel

approach against a masked AES
Journal of Cryptographic Engineering,
pp. 123-139, Jun. 2015.

(6] K. Hornik, M. Stinchcombe, and H.
White, "Multilayer feedforward networks
are universal approximators,” Neural
Networks, pp. 359-366, Mar. 1989.

(7] F. Rosenblatt, Principles of neurody-
namics: perceptrons and the theory of
brain mechanisms, books,
Mar. 1961.

(8] Y. Lecun, L. Bottou, Y. Bengio and P.
Haffner,  "Gradient-based
applied to document recognition,” in
Proceedings of the IEEE, vol. 86, no.
11, pp. 2278-2324, Nov. 1998.

(9) L. Wouters, V. Arribas, B. Gierlichs,
and Bart ‘Revisiting a
methodology for efficient CNN

profiling attacks,”
Cryptographic
Hardware and Embedded Systems,
TCHES, pp. 147-168, Jun. 2020.

(10) J. Kim, S. Kim, J. Woo, S. Park, and
D. Han, “Deep
side-channel

Spartan

learning

Preneel,

architectures in
Transactions on

learning-based

analysis method with
resistance to jitter,” Korea Information
Processing Society Conference, pp.
180-183, May. 2020.

(11 M. Lin, Q. Chen, and S. Yan,
“Network In Network,” 2nd
International Conference on Learning
Representations, ICLR, Jul. 2014.

(12) F. Standaert, T. Malkin, and M.
Yung, “A unified framework for the
analysis of side-channel key recovery
attacks,” Advanced in
EUROCRYPT 09,
443-461, Apr. 2009.

(13) M. Dworkin, E. Barker, J. Nechvatal, J.
Foti, L. Bassham, E. Roback, and J.
Dray Jr., "Advanced Encryption Standard
(AES),” NIST FIPS 197, Nov. 2001.

(14) D. Kingma and J. Ba,

Cryptology,
LNCS 5479, pp.

‘Adam: a



1278 AE el 2713 Jeld 7nk Leslddy Fd

o

M
o
T
z,
o
-0,

method for stochastic optimization,”
3rd  International  Conference on
Learning  Representations (ICLR),
May. 2015.

(M X2 H)
7zl & 3 (Ju-Hwan Kim) 3H43%)
1

20164 349 ~alA): T eheka et Sabaty
@AEeR A B4 2 By A, P, F 79 34

% 2 & (Ji-Eun Woo) A3
20174 3¥~3A: FedEgn HRuektsssts) sty
(FA1 Rl HAd 24 2 ol AdA, valzy

vk 4 o (So-Yeon Park) &HA3$d
2017 39 ~&A: Rl AR Hket s pea) Atz
(A Eoly Fad B4 F olsy AA, wAlY

o~ qA): ek g uwekek s 4a} Hhag

> A A 2 e AL AT s daeEE

3t % = (Dong-Guk Han) £4134

19999 249 wuistn 43ky) skt

20021 24 aeffstal 3k o]shA A}

20059 24 we{dista A H RSO she Fhakal

20049 49 ~20054 4%9: o Kyushu Univ., ¥ 7

20054 49 ~20069 4%: d¥E Future Univ.-Hakodate, Post.Doc.
20061 64 ~20099 24: F=AAFAATI ARESATE AdAdTH
20094 39 ~&A: Flcistal AHHH I A ug

(IAlEop 307 g3A2d A 4 2 3% 7, A B4 2 As AL

[oT HHR3F 7]&



